Linux Installation auf Surface RT

Von Elektromiill zum Linux-Tablet?

Kyeong Ro Lee
Leipziger Linux User Group

24.09.2024

Kyeong Ro Lee (LUG-Leipzig) LUG-Stammtisch 24.09.2024 1/21



Surface Tension?

“Surface Tension”

IT'S 6OT A KICKSTAND
!

WE CALL IT THE SMART
COVER TOUCH, AND WE THINK
YOU'RE GOING TO LOVE IT.

RIZHT IN THE COVER! IN THREE
YEARS WHEN APPLE COFIES
THIS, YOU COCKWADS WILL

THINK IT'S GENILIS!

HiJiNKS ENSUE by Joel Watson © 2012 Joel Watson www.hjinksensue.com
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Surface RT

@ Nvidia Tegra 3 SoC (4x ARM Cortex-A9)
@ 2GB RAM

@ 32/64GB eMMC

@ 1x microSD

@ 1x USB2.0 (Type-A)

@ Gehdause aus Magnesium
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Probleme mit Windows RT
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Probleme mit Windows RT
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Probleme mit Windows RT
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Probleme mit Windows RT
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Probleme mit Windows RT

@ ARMv7 ohne x86-Kompatibilitat

@ Windows Store Apps ausschlieBlich (Ausnahme MS Office) -
siehe https://openrt.gitbook.io/open-surfacert/common/
windows-rt/jailbreak-exploits

@ ... aber Windows Store geschlossen!
@ kein moderner Webbrowser verfligbar!
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Step 0: “Upgrade” Windows!

@ Windows 8 RT — Windows 8.1 RT

@ ... aber Update-Server aus!

@ Recovery Media archiviert
https://windows-rt-devices.gitbook.io/windows/

miscellaneous/bare-metal-recovery
EEN [«

= Eingabeaufforderung
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Step 1: Jailbreak

@ Windows 8.1 RT ohne “Jailbreak Killing” Update
@ Golden Keys / Longhorn

https://windows-rt-devices.gitbook.io/windows/
jailbreaks/golden-keys-longhorn

S RO
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Step 2: Secure Boot deaktivieren

@ Yahallo deaktiviert SecureBoot dauerhaft

@ UEFI v3.30.500 — v3.31.500 mithilfe Tegra Jailbreak USB
https://windows-rt-devices.gitbook.io/windows/tools/
tegra-jailbreak-usb

8t this momest you should have seen something oo the screen...

Patching devic
81 this mmeat g should have sees scmetbing on the screen.
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Step 2: Secure Boot deaktivieren

o

File Edt View Help

System Information

System Summary.
- Hardware Resources
- Components

- Software Environment

ttem Value
05 Name Microsoft Windows RT 8.1
Version 6.3.9600 Build 9600

Not Available
Microsoft Corporation

Other S Description
05 Manufacturer

System Name SURFACE
System Manufacturer Microsoft

System Model Surface with Windows RT
System Type ARM-based PC

System SKU Surface RT_1_IDP

Processor NVIDIA(R) TEGRA(R) 3 Quad Core CPU, 1300 Mhz, 4 Core(s), 4 Logical Proces.
BIOS Version/Date NVIDIA v3.31.500, 1/24/2014

SMBIOS Version 26
Embedded Controller Version 000

805 Mode UEFI

BaseBoard Manufacturer Microsoft

BaseBoard Model Not Available

BaseBoard Name Base Board

Platform Role Mobile

secure Boot state off

PCR7 Configuration Elevation Required to View
Windows Directory Cawindows

System Directory Cawindows\system32
Boot Device \Device\Harddiskvolume2
Locale United States

Hardware Abstraction Layer  Version = *6.3.9600.16408"
Username surface\gaos

Time Zone W. Europe Summer Time

Installed Physical Memory (RAM) 2.00 GB

Find what:
[ search selected category only.

Find Close Find

[search category names only
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Step 3: Linux installieren (UEFI)

@ Allgemeine Infos (Kernel, Bootloader und rootfs):
https://openrt.gitbook.io/open-surfacert

@ Welche Distribution? Ubuntu? Raspberry Pi OS?
https://wiki.ubuntu.com/ARM/SurfaceRT

@ OOTB-funktionierend? Spezieller Kernel erforderlich?
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Step 3: Linux installieren (UEFI)

@ https://postmarketos.org

@ basiert auf Alpine Linux (musl libc, busybox, OpenRC etc)
@ geeignet fur Handys, Tablets und 2-in-1s.
@ OOTB-Image flr Surface RT

https://wiki.postmarketos.org/wiki/Microsoft_Surface_
RT_(microsoft-surface-rt)

Terminal
File Edit View Search Terminal Help
~'$ pabootstrap init
[14:06:01] Location of the 'work' path. Multiple chroots (native, device arch,
evice rootfs) will be created in there.
[14:06:01] Work path [/hone/user;.local/var/pabootstrap] :
[14:06:42] Setting up the native chroot and cloning the package build recipes (p
maports!
[14:06:42] Clone git repository: https: //gitlab. con/postrarketos/pasports.git
(Cloning into */hose/user/. Local/var/pabootstrap/cache_gi/pasports
Updating files: 106% (6310/6316),
GTE: pasports path: Thomssiser/ local/var/pabootstrap/cache_git/psap)
9] Choose the postmarket0s release channel
floo] matiate (19

Rolling release / Most devices / Occasional breakage: https:/
dge

¢ Latost, relaase / Recomendad for best stability
423.12; OLd retesse (unsupported

[4207:29] channet Tedge]: v2:

[u 08:26] Currently checked St branch "mstar’ of pasarta gt iatmictd

» 114 08:26] Switching to branch 'v24.66' on channel 'v24.86"..
branch v24.06" set up to track "origin/v24.6"
switched to a new branch 'v24.
Ti4106:30] Choose your targat device vendor (either an existing one, or a new onjg
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@ Katastrophale Leistung (kein L2-Cache, keine
Spannungssteuerung) - UEFI

@ Vom Schlafmodus wacht WLAN nicht wieder auf
https://wiki.postmarketos.org/wiki/Microsoft_Surface_
RT_(microsoft-surface-rt)

@ Gerat schaltet nicht aus (PostmarketOS v24.06)
- manuell ausschalten wie IBM PC/AT!

@ Kamera funktioniert nicht
@ Bluetooth funktioniert nicht (kein freier Treiber?)
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APX Boot als Losung?

@ https://openrt.gitbook.io/open-surfacert/surface-rt/
linux/booting/apx-boot

@ UEFI komplett umleiten
@ De-brick Modus
@ L2-Cache und Spannungssteuerung verflgbar
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Kernel manuell kompilieren

@ Linux v6.6.22 mit Patches
https://gitlab.com/grate-driver/linux

@ flex, bison, gcc-arm-linux-gnu (Fedora/RedHat) oder
gcc-arm-linux-gnueabihf (Debian/Ubuntu)

@ Infos: https://openrt.gitbook.io/open-surfacert/
surface-rt/linux/kernel/configure-and-build
e.g.
$ make ARCH=arm CROSS_COMPILE=arm-linux-gnueabihf- -j
$ (nproc) (Debian/Ubuntu)
oder
$ make ARCH=arm CROSS_COMPILE=arm-linux-gnu- -j $(aproc)
(Fedora/RedHat)
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Bootloader kompilieren

@ Das U-Boot (v2024.04)
$ git clone https://source.denx.de/u-boot/u-boot.git -b
v2024.04 --depth=1

@ swig, python3-devel (Fedora/RedHat) oder python3-dev
(Debian/Ubuntu)

@ Infos: https://openrt.gitbook.io/open-surfacert/
surface-rt/linux/booting/apx-boot/uboot
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Jump Start! (WIP)

@ python3-pyusb
@ USB-A auf USB-A Kabel

@ Fusee Gelee launcher
(https://github.com/tofurky/tegra30_debrick)

@ BootConfigTable vom Surface RT kopieren
@ Fusee Gelee Exploit senden
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Jump Start! (WIP)

@ Manuell kompilierter Kernel bootet nicht

@ Linux binar v6.4: https://openrt.gitbook.io/open-surfacert/
surface-rt/linux/kernel/prebuilt-binaries

@ Kernel startet, aber findet kein rootfs (/dev/mmcblk0p2)!

1]
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... und sagte Steve Jobs:

The only problem with Microsoft is, they just have no taste

... in the sense that they don'’t think of original ideas and they don't
bring much culture into their products.

... I have a problem with the fact that they just make really third-grade
products.
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